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Why the rush? WalMART and DoD

THE UNDER SECRETARY OF DEFENSE

3010 DEFENSE FENTAGON
WASHINGTON, DC 20301-3010
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AN LDGETICS

MEMORANDUM FOR: SEE DISTRIBUTION

SUBIECT: Radic Frequency Identification (RFID) Policy - UPDATE

r the use of
high daia capacity rules for the
impl ation ¢
compliant tags within the Departmm
This policy and aszociated busines:
active RFITY e

ontinue to be refined as we impl
and pilot the passive RFID capability over the next six months.

DoD Compenents will continue maximum effort to immediate!
apacity active RFID currenily emgile
nent. Dol Compenents will also plan fo
ion of the passive RFID business rules. These reles, which are in
nclude the require for DoD suppliers to put passive RFID tags on the
[ miteriel shipped to the Doy as well as on the packaging of all iems
ification (UID). Dol Components will esiablish an initial
ites by vary 2005. The
Defense Logistics Agency has committed to making the strategic distribution cent
(San Joagquin, CA, and Susquehanmna, PA) eapable ol ing passive KFID attached 1o
shipments received from suppliers and applying passive RFID tags on shipments to Dol
activities and units by that date

nplement and
ed in the ]"J\\D

Tequiring a Umqur Ide:
capability to read passive RFID tags and use the data at key s

A key component to implementing RFID threughout our supplier base is the
publication of a Defense Federal Acquisition Regulation (DFAR) rule goveming the
application of RFID to the case/pallet’item packaging for matericl purchased by the
Department. Ta that end, | have directed the Deputy Under Secretary of Defense
| Rendiness) (DUSD(L&ME]) to work with Defense Procurement
and Acguisition Pali |-:Irr"|c\|1 a proposed rule for publication in the Federal Register
The rule will e RFID tagging ot the case, pallet and UID
Hem packaging level for all new solicitations issu 20104, Tor delivery of
materiel on or after January 1, 2005
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RFID Everywhere

foWorld: Micosoft, IBM, Philips to back RFID : January 26, 2004: By : Standards and Protocols'= Mi - |EI|1|

J File Edit Wiew Favorites Tools Help | ’l |

HOME (=) NEWS | [ TEST CENTER

=) NEWS
Micosoft, IBM, Philips to back RFID

Inventowtrackmg technology gains speed

January 26, 2004

By Laura Rohde, IDG News Service

RFID {radio frequency identification) tagging technology continues to gain in inventory tracking uses, as Monday Microsoft Corp., IBM Corp.
and Koninklijke Philips Electronics MY announced projects for developing and promoting it as a costsaving tool for retailers.

RFID chips, computer chips equipped ADWERTISEMENT

H +with miniature antennae, store data for
1 SPONSOR i fransmission to nearby receivers, and Download your free =l
' . i .*a

nnnnnnnnnnnnn v v

|€| l_ l_ l_ |° Internet Y
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Problem: Asset Tracking

Global benefits of an integrated Smart Item network estimated to be over annually.

different items pass through the members’ supply chains every year.
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Patent Growth

Some Helpful Background on Research Resources

—

Some US Patents of interest (Note: a search of the US Patent Office alone will reves
related to RFID and its use)

over 350 pateNts

Patent Title
Number
3.713.148 | Transponder apparatus and system

3,745 569 | Remotely powered transponder

3,852,755 | Remotely powered transponder having a dipole antenna array

4 001,822 | Electronic license plate for motor vehicles

4 068 232 | Passive encoding microwave transponder

4 096 477 | |dentification system using coded passive transponders

4 114,151 | Passive transponder apparatus for use in an interrogatar-responder system

4 123 754 | Electronic detection and identification system

4 242 663 | Electronic identification system

4 345 146 | Apparatus and method for an electronic identification, actuation and recording system

4 354,099 | Electronic identification system

4463353 | Animal feeding and monitoring system

4 473 825 | Electronic identification system with power input-output interlock and increased capabilities
4 481 428 | Batteryless, portahle, frequency divider useful as a transponder of electromagnetic radiation
4 490 718 | Radar apparatus for detecting and/or classifying an agitated reflective target

4 454 545 | Implant telemetry system

4 510 495 | Eemote passive identification system

4 525713 | Electronic tag identification system

4 546 241 | Electronic proximity identification system
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What is AIT?

« A system comprising

- Small low-cost
transceivers (tags)

 Readers

« Network to connect
readers and databases

Tags on trucks for
border control
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Automatic Identification Technology
Not Just RFID

Includes:

« Optical Memory Cards = tech. for
audio CD

- Write-once/read many times
(WORM)

- High data capacity

- Security / counterfeit resistance

Mega Button Mini Button
(1,2, 4. 8 MB) (128, 256 Bytes)

- Contact Memory Buttons (CMB) e (2.8, 32, 64 Kaytes)

- Memory chip encased in
hermetically sealed metal can

- Data transfer requires contact

(4 Kbytes)
Micro Button

Mega and Mini Buttons also available in black
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Automatic Identification Technology
Not Just RFID

Includes:

« Biometrics

- “automated methods of
identifying or authenticating
the identity of a living
person based on a physical
or behavioral characteristic “

- Characteristics include
fingerprints, voice
recognition, hand geometry,
retina, iris, signature, vein,
face
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DOD would be like Wal-Mart . . .

. 1f Wal-Mart's 3000+ stores moved

. if a Wal-Mart
stockout meant that
everyone inside the

store could die.

. 1f associates had to wear a different kind of vest

 if Christmas was a random event every 5 years
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Original Project

Water / Moisture Intrusion

EY ST T & ~
H-46 Gear Box H-3 Tail Rotor Gearbox Corrosion Inside TF-34 H-46 Transmission
Engine (S-3)

Misidentified / Mislabeled Inventory Lost Engine Visibility

Overdue status report

28 RFI Engines as of 1/16/02
(over 40 days)

* 171 Non-RFI Engines as of 1/16/02
(over 60 days)

Rotor Container
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Scenario
~ ~
Hello, my I have be.en I am located
name is... opened in here...
route...

. |
-
== :f*.e."_h hi
- :

(
I am

emitting a
Ghemical. .
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GTRI- SOLUTION

Integrated Sensor RFID with location (ISRFID™)
 RFID Tag

- Sensors — can be expanded to include chemical sensors

- Temperature, Humidity, Pressure

- Chemical & Biological

* Integrity
- Microprocessor — allows for programming of information
- Transceiver — (915 MHZ)

« 12C Bus — allows for additional features to be added such as intrusion
detection without a redesign

« Low Power Sensor Network (LPSN) software — allows for longer battery
life with extended communication range

- Battery
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Networked RFID Tags

o

CANISTER

A /l-\l A
‘Hm_.{ : I | f@
R CANISTER CANISTER

g ] ]

A A A

L\‘/ CANISTER CANISTER CANISTER
= RFID : : :
Application Reader/ ! ! !

Software Manager _CANISTER _CANISTER _CANISTER
; ; ;
G G G

CANISTER CANISTER CANISTER
T T T
A A A
G G G




ISRFID Handheld ¢ 7:20

ISRFID Unit
Handheld System
. .

Locate Tags

Read Contact
Mernory Buttan

Georgia Tech Research Institute

CMB Project

CMB Reader

Ready to read...

o< 7:4

Button Serial #: 000000000000

Files on the current ButkonMemary: #7

Asset Serial Number:

Asset Momenclature:

OO OO

Asset Type/Model/Series:
LandmMARC
szt CAGE Code;
File Yiew Help E|*
Zancel Conkinue =
Wiew All Data
File ButtonLink
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Mini Button
(128, 256 Bytes)
(2, 8, 32, 64 KBytes)

(4 Kbytes)
Micro Button
Mega and Mini Buttons alse available in black
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V-22 DT/OT Active RFID - RMS

Long Range Modem

RF ID Interrogator
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Web-based Asset Management System

/& NavICP - Miciosoft Internet Explorer o ] 3
File Edit “iew Favoites Tooks Help | ,'
€S R NE h|;) Search 5 Favarles @) Meda %)

Address I@‘I hittp: /flandmare. gii.gatech, edu/navicpd j | Links >

Googl &b Seachwen - | §2 | & 111 blocked ] Autoril | i Options 49 -

NAVICRIntearated|Sensor] Radiol Frequencyl ldentification
Home | View Sensor Readings | Project Overview

Welcome to the

NAVICP Georgia Tech Integrated Sensor Radio Frequency ldentification (ISRFID)
Project Development Site

The objective is to develop intelligent and pro-actve assets - Condition Based Logistics (CBL).

Quick Asset Search

Serial I—
Mumber:

Type Ay =

Search for Asset

Quick Container Search

ﬁi:ﬂaller:

Cage Code: l—
Part Mumber: l—
MIIN 1]

Search for Container

] : . : l_ [ s intemet Z
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Web-Based Asset Management

NavICP - Microsoft Internet Explorer _ 8] x|
File  Edit  ‘isw Favorites Tools  Help | .','
[ b A Y e . ) | 2 ) »
Q Back ~ (g ~ \ﬂ \ELI | - Search ) Favorites @{ 7 &= ] - E i 1 .:‘ J Google - I j| f§5 Search web  ~ | bl | Eh os blocked 5] AutoFl | .
ddress Iﬂj http: fflandmarc. gtri. gatech. edu/navicpfview/sensor_readings. jspHlocation_id=S&ocation_desc=MCAS%Z0MNews:20River, %20MALS26% 20h-shoetyvisw=sensor j “ @ -

a http://landmarc.gtri.gatech.edu - Na¥ICP - Microsoft Interne

Home | View Sensor Readings | Project Overview

Sensor View | Asset View | Container View
Location:

Sensor Readings MCAS MNew River, MALS2E h-
shoe

Choaose a Location to Wiew: IMCAS MNew River, MALSZE h-shoe j Filter Sensor Data Container:

Cage Code:
null

Serial Mumber: 1990002 Part Murnber: MSM: full

b4 v

Asgset:
11412004 11:594m B8 (°F)
Ready For lssue:

1141204 11-594k B8 (°F) Serial Number; 130043 Type: AE107C Vs

11112104 11:584M BE (°F)
11712004 10:57 AM 88 (F) (oo T T T e
112004 10:57 AM BE (°F) T E () o T%HH]
11/12/04 10:57 AM BE (°F) 14.7 (bfin?) 24 (%RH)
11/12/04 09:55AM B (°F) 14.8 (Ibfin?) 16 (%RH)
11/12/04 09:55AM BE (°F) 14.7 (Ibsin?) 24 (%RH)
15 (
% (

11/12/04 03:55AM 63 (°F) 14.8 (Ib/in%) %RH)
11/12/04 05:53AM 62 (°F) 14.7 (Ib/in%) %RH)

FesultPages:1 2 3 4 5 8 7 8 2 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 &6 27 28 28 30
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V-22 DT/OT Active RFID DATA

Humidity (Sun vs. Shade)

—— Tag 126(Sun) HUMIDITY (%RH) —— Tag 125(Shade) HUMIDITY (%RH)
25
20 -
2
5
= 15 -
=]
T
()
2
®
© 10 -
(14
X
5 i
O T T T T T T T T
3/23/04 12:00 3/24/04 12:00 3/25/04 12:00 3/26/04 12:00 3/27/04 12:00 3/28/04 12:00 3/29/04 12:00 3/30/04 12:00 3/31/04 12:00 4/1/04 12:00
AM AM AM AM AM AM AM AM AM AM
Date / Time

Humidity (Sun vs. Shade)
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Considerations
- Usage Parameters

 [e.g. How far,How fast,How many,How much, Applied
to what and the contents of the container]

- Tag and Label Issues
- Placement, orientation, design
- Safety and Regulation
* Frequency
« Security

 Privacy

Georgla Research ELecTRC- OPTICAL SvsTEMS
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Considerations, Con’t

Backups

Sensor / Transducers

* Interface
Tag isolation

Data Rates

Protocol

- Data fields

Communication — who talks first

Power source

Anti-collision

Georgla Research ELECTRO-OPTICAL SYSTEMS
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Lesson’s Learned

Site survey is critical
- Determine frequency interferences in area
« Test plan is mandatory

Power is major hurdle

Computer connectivity is not always guaranteed — NMCI
requirements

AlS is important
Standards should be reviewed

Interoperability, scalability, and modularity are critical to the design
requirements

Reconfiguration of facility could be a problem

Georgia | Research ELECTRO-OPTICAL SYSTEMS
Tech||institute 'l B B B 1 = e =1 . - o ~ - o & ¢
= GFORGIA TFCH RFSFARCH INSTITUTF



Gkuwguﬂmgﬁﬁuﬁ;

Future

Application

Nanotechnology

Power sources

Packaging - embedded

Performance Based Logistics

Georgia
é%h
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Future Capabilities

- Key Needs:

« Cellular Integration and Service
- Lower infrastructure cost

- GPS Integration
- Asset location

- Satellite Tracking
- Global asset visibility

- Anti-Tamper / Asset Security
- Light sensor

- Software Integration

- NALCOMIS, SALTS, FACTS, GTN
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