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• The Need for Secure Authentication Technologies 
• Research Questions and Anticipated Challenges 
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Counterfeiting is a severe threat to the economy
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Impact on users: 
–	 Physical injuries 
–	 Financial losses 
–	 Less secure environment 
–	 Possible short-term financial 

benefit! 

Impact on companies: 
– Loss of revenue 
– 
– 
– 

loss of goodwill 
– 

R&D 

Unjustified liability claims 
Quality perception 
Negative impact on the brand / 

Negative impact on the ROI of 
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Future authentication of identification documents can 

be seen as a best practice in averting cloning attacks 


•	 High level of security using a combination of high-tech non­
electronic and electronic techniques 

•	 Extremely difficult to duplicate 
•	 Secure match of document and entity to be authenticated 
•	 Privacy must be maintained 
•	 Key management is an issue 

Î Low-cost solutions for objects 
with a sufficient level of security 
allowing for automated 
authentications are not yet 
available. 
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“The Special Interest Group Anti-Counterfeiting will identify the true 
potential that RFID / EPC technology offers to combat 

counterfeiting” 

-
- All Network Issues 
-
-

For the Anti-Counterfeiting Initiative is interesting for many reasons: 
Business Impact 

Focuses on currents shortcomings of the EPC Network, e.g. Security 
Cross Industry 
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How can Auto-ID technologies reduce illicit trade?


Research questions and practical challenges: 

Q1:

What is the 

economy of illicit 

trade?


Q2:

How to quantify the 

impact of illicit 

trade?


Problem 
Description 

Impact of 
Illicit 
Trade 

Requirements 
of a Technical 

Solution 

Impact of 
Auto-ID 

Technology 

Q4: 
What is the impact of 
an Auto-ID based 
solution? 

Q3: 
What are requirements for 
a solution based on Auto-
ID technologies? 
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Strategies to combat illicit trade
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• Illicit products “encounter” at least two licit actors: End-users and 
Customs Luxury Goods 

i

Packaging 

Di i ion 

Consumer 

i

l

Special 
sales to 

l ich 

Factory 

Pack Center 

Distribution Center 

Retail Backstore 

Retail Shopfloor 

Consumer 

Illic t Manufacturer 

str but

Illicit Retail: 
Illicit Stores, 
Flea Markets 

Intended Suppy Chain Licit Gray and Illic t Market 

Retail Backstore 

Retai  Shopfloor 

Retail Distribution 
Center Company Boutiques 

Illicit Retail:
 eBay, 

Internet Shops 

employees 

Source: Thorsten Staake, Auto-ID Lab St.Gal en/Zur

Licit trade 

Theft 

Licit gray trade 

Illicit gray trade / 
smuggle 
Counterfeit / 
piracy trade 

Return flow 

Î An efficient strategy to combat illicit trade should utilize at least one of 
these actors 
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Reasons for buying faked products 

/ 

/ 

• 

important motives for buying fakes 
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8.8% 

8.8% 12.3% 

19.3% 
29.8% 

28.1% 
15.8% 

28.1% 
31.6% 

42.1% 
50.9% 

22.8% 
17.5% 

3.5% 1.8% 
5.3% 

1.8% 

Good cost-
performace ratio 

Original too 
expensive 

Just for fun Spontaneous 
bargain 

Strong impact main reason 
Considerable impact 
Moderate impact 
Some impact 
No impact no reason 
Not answered 

In case of perceptive counterfeiting, cost of the original product as well 
as a good cost performance ratio of the counterfeit are the most 

Source: Own survey, N=152 
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Reasons against buying faked products 

• 

4.5% 

4.5% 

/

 /
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Bad expected quality and no purchase due to missing 
opportunity are the main reasons for not buying faked products 

13.6% 18.2% 18.2% 

31.8% 18.2% 
13.6% 

27.3% 

18.2% 

18.2% 
27.3% 

13.6% 

27.3% 

27.3% 

36.4% 

13.6% 

31.8% 

18.2% 

18.2% 

No purchase 
due to bad 

quality of fakes 

No purchase 
due to missing 

guarantee 

No purchase 
due to missing 

opportunity 

No purchase 
due to attitude 

Strong impact  main reason 
Considerable impact 
Moderate impact 
Some impact 
No impact  no reason 

Source: Own survey, N=152 
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Q4: What is the impact of an Auto-ID based solution? 

MIT Convocation 

Automated 
product authen­

tication 

Revenue 

Liability 

Reputation 

ReturnNumber of 
faked products 

High res. 
data on illicit 

actors 

of checksCost per check 

Optimized 
enforcement 

strategies 

Optimized 
product 

strategies 
Standard 

procedures to 
treat cases 

Outsourcing 
(AC service 

provider) 

Cost per 
action 

Better 
relation to 
customs 

Extended 
competitor 

Frequency 

strategy 
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Cost to break a feature >> 
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Financial gain (or possible harm) due to a  
counterfeit within the products lifetime 

1. Basic EPC tags	 2. RFID tags with secure 
authentication mechanisms –	 Track & trace data allows to 

assemble a products’ history – Based on challenge 
response authentication 

Digital 
Finger­

print 
Product 
History 

But: What does this mean for the Network? 

One infrastructure for various levels of security! 
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Secure Authentication Mechanisms 

• 
IT infrastructure 

• 
extended by an 
authentication service (EPC-
PAS) 

• 

to be updated 

ID (ID) 
A = 

f(K, RAND) 

A 

RAND 
B = 

f(K, RAND) 
A = B ? 

Tag 

Distributor Retailer 

EPC-IS 
EPC-DS 

EPC-PAS 

Local 
ONS 

Root ONS 

EPC-IS Product 

Request / Response 
Address Update 

2 13 1 

Digital 
Finger-

print 
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The EPC network forms the 

The EPC network has to be 

The communication 
infrastructure does not have 

K = Key
Channel Server 

Manufacturer 
with EPC+ 


	Auto-ID Technologies and their Impact on CounterfeitingElgar FleischInstitute of Technology Management (ITEM-HSG), St.Gall
	Agenda
	Counterfeiting is a severe threat to the economy
	Future authentication of identification documents can be seen as a best practice in averting cloning attacks
	Mission
	Agenda
	How can Auto-ID technologies reduce illicit trade?
	Agenda
	Strategies to combat illicit trade
	Reasons for buying faked products
	Reasons against buying faked products
	Q4: What is the impact of an Auto-ID based solution?
	Two solutions based on RFID
	Secure Authentication Mechanisms


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /sRGB
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 300
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects true
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /DetectCurves 0.100000
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /PreserveDICMYKValues true
  /PreserveFlatness true
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /ColorImageMinDownsampleDepth 1
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /GrayImageMinDownsampleDepth 2
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /CheckCompliance [
    /None
  ]
  /PDFXOutputConditionIdentifier ()
  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU (Use these settings to create PDF documents suitable for reliable viewing and printing of business documents. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [300 300]
  /PageSize [612.000 792.000]
>> setpagedevice


