6.897: Selected Topics In Cryptography Canetti

Problem Set 1
February 27, 2004 Due: March 12, 2004

1 Question 1. Equivalence of Zero-Knowledge arguments of knowl-
edge and protocols for realizing f.

Recall the definition of Zero-Knowledge Proofs of Knowledge (ZKPoK) protocols, as it appears on the slides
for lecture 3. Here we’re considering two-party protocols where one party (P, the prover) gets input (z, w)
and the other party (V, the verifier) gets no input. The notation (P(p),V (v)) means (the random vari-
able describing) the outputs of P and V' from an interaction where P runs on input p and V' runs on in-
put v. (P(p),V(v))p descrives the output of P, and (P(p), V (v))y described the output of V. (That is,

(P(p),V(v)) = (P(p),V(©)p, (PP),V(v)v))

Definition 1 Let R(-,-) be a binary relation. A protocol for P,V is a ZKPoK protocol for R if the following
holds:

Completeness: If P and V follow the protocol then (P(z,w),V)y = (z, R(x,w)) except with negligible
probability.

Soundness (PoK): For any “cheating prover P*”" there exists an “extractor” E such that for all z we have
E(z) = (t,z*,w*) where (¢, (z*, R(z*,w*))) =~ (P*(z),V). Here “~” means “computationally
indistinguishable’ as defined in class.

Zero-Knowledge: For any *““cheating verifier” V' * there exists a ““simulator’” S such that for all inputs
x,w, z we have S(z, R(z,w), z) ~ (P(z,w),V*(z))y.

1.1 Relation to the standard notion of ZK

Show how to construct, given a protocol 7 that is ZKPoK for R as defined above, a protocol = ' that is ZK
using the standard notion (i.e., where both parties are guaranteed to get the same public input ), without any
additional computational assumptions. For this purpose, you can you any standard definition of ZK (e.g. the
definitions in Oded Goldreich’s book).

1.2 Relation to the standard notion of PoK

Is the protocol 7’ constructed above a PoK using standard notions (say, the notion in Oded’s book)? If not,
how can the above notion of ZKPoK be changed so that = will become a PoK according to standard notions?

1.3 Equivalence with realizing f,

Let R by a binary relation, and let f 2 denote the two party function f £ ((z, w), —, =) = (-, (#, R(z, w), —).
Show that a protocol is a ZKPoK for R as defined here if and only if it securely evaluates f f according to
the basic definition.

2 Question 2: Universal composition of arbitrary functionalities.
The universal composition theorem was proven in class only for the case where the ideal functionality is PPT.

Prove or disprove: The universal composition theorem holds for all ideal functionalities, even ones that are
not PPT.

1-1




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.5
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /sRGB
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 300
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects true
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [300 300]
  /PageSize [612.000 792.000]
>> setpagedevice


