
6.857 Computer and Network Security 
Lecture 10 

 
Admin: 

 Problem Set #2 due 
 Problem Set #3 out 

 
Project Ideas: 

 Where did Mt. Gox bitcoins go? 
 Attack reduced round “Simon” or “Speck” with SAT solver? 

 
Today: 

 Message Authentication Codes 
o HMAC 
o CBC-MAC 
o PRF-MAC 
o One-time MAC 

 Combined mode 
o AEAD (Authenticated encryption with associated data) 
o EAX mode (ref. pages 1-10 of paper only) 

 Finite fields and number theory 
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