6.857 Computer and Network Security
Lecture 7

Admin:
e Notes from previous semester (only read the section on secret sharing)

Today:
e Shamir’s “secret sharing”
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| '(cy mqmqement'

Shart with sem!'s\wm (*-‘«m\no\& cryphgnp\ny).

® Assgm;e Ale has a secret s, (6-3. a k*‘--)')
¢ She wanly to protect s ay Follows ®
~ She has n frvends A, A, ..., A,
She pitks a “threshold" £, 1 £E &n,
She wants to give ead friend A;_)
a “share” s of s , %0 thet

o any t of Mmofe ‘Fﬁ‘cnas can mwnsmc+s |

¢ any set of < t friends can moT

'Eq.sy Cases §
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- A ran dom

Sy, chosen so thet
S=S5®S,. @5,

_Wkafabw'_\' 1<kin ?
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3 point3 delermine a quadrahic

E ol sleHming | ddzeds (6= )| oot
Let §(x)=a, xtha, X kA X +a,
Thee ae € coefhtients, Lety work module prime p.
We can have T points (x;,_y;) Lor 120 T

T\'\_-y J@*CfoM w(‘(:\"(icnh and vite versa.
Polynom il r\lc;)qnho n

{Cxt,yt)} r\(a
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T share secret' s (here OSs<p) ¢
Let y,=a, =s
Pk a,,a.,...,9,, at candom fom Zg
Let share s = (L, y:) where y.=f (c), J¢c<n.
Evaluston 3 easy,
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'In\u'pa latfon EEEEEER |
 Given. (x.,y,) 12cet  (why)
 Then 'F(Q Zf(x) .Yy

wkerc £ (0 { P

| for X:XJJJ#I.') ’fJ".‘C'
| Farﬁumm
This is a
'E‘X) F(x x\ Pols ';:rmal oTL
J7 ch.ﬂrte_ fi‘~ ln
| X=X =
I J-nt-( JB olejfte &-1,

EVQ)MG‘\V\S '“03 o 3et S Srmp) ‘ch ‘t‘v

s= 'F(O) ZY:' :‘U‘_( X)

T xa-%)
T\neomm‘ Secret sharing with S\mmsme%od s
inrmerion- theoretically secure . Advenary with
K& shares has no informahion about s,
PE2 A degre t1 curve can g0 thowh any point (0, 6)
o welles amy j..me\ pte (x‘,y,), ¥d<t. B
R.& Reed-Sohmn codes, erusure codes, evror correction,
toformaton dipersal (Rabin),
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“Gag gmug _" is one in which |
" DH 'S easz ("Dec'ision D"ﬁ-‘f_ “ﬂ\mn")

[Recdlz qiven (3,3“, ,3°) e
decide i ab=c (med omlcr(g))

bu't e CDH \s \'\qrdl (“ Mﬁbm Doffee He’)mn'f)
CRccq“ given '(913%35\ +o
| gutf. 3 o
(Nok Ak 'C.D‘H' casy = DDH easy )
This diffeence in ar W(‘cu\b between DD (‘\E‘-"w“)
ond €D (“hard® forms o gap”.

— How can one construdt a “3&9 3“’“?"?
"—:‘ Wk-\' 300;\ wau\cj 7'\'\'\." be?,



e(g,3)=h

~L1%3

B“' maps

_SMPPox : C’l s 3I'MIP o"'; Pr_‘_i‘nqe_ orclcr- % Jw."r\\ Jtncﬂ*m‘ 5

Gy i group ot prime order %> wirh generaw
[we. use mu"'#\h\'we. no‘\\'\fon 'For \oo'r\‘\ 3fbu‘:s]

and there exists a (bilinear) Map
 esg X6, 6

Such theC
UVQ,\D 2(3“ | 3") = h

b
O
| ) -
Q =
-

|

B'\\me«- mt\‘)s 4!1»0, C,-"ecl “(Pafr?nq 'Elm'h'ans“
! -

T‘qey\mn an _thormous _num‘:?r o a‘)Pl_\uhbns_, ¥

billncer maps,

*3@5“: “T\\e_?qiﬂ‘ng_-\mgg\ cn,g‘hv sunge i
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iI{- rhere is a loilinear Mep

IB:WCC“ fwo gmups o prime of‘Ju-eb p
then DDM i easy in G,

Proofs
Given (g9%,9% 9°)  (elements 6, )
Fhen
b o) 0 €552l 5)

0w

ab c
h*® =k

ab=c (med )

So: aceett (9,497, 9%) it e (g7, 9°)=e(q,q°).
ne | Z
Even '\snous\'\ DDH i easy in G, ) CDM mey skl be

hard; we may heve & “qap group”.
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| How to aTnsi"rud' 94p groups (with \-,‘\m?,. m‘fﬂ:

© This iy et imple! We give just + sketch,

* 6, will be ,“supgrsinju\er":el\fphI' curve
e.q, ellighc curve defined by potnts on

MEE .

Faxlid | (ad )
where 0= (med3) ,p25
a =09
o € Zr* (can hosse b=1)
o Gy s Finite £ E for some smill k
(cin luse 5“\3”“?-’ & G &G, by c;Hoos:nc_.)
3cnmhfs X brler & 200 say.. )

* & (‘ot\mur hqp\ S im‘s_\?m;en\txas a
(‘We:\ Pairihgn ‘M‘ a “Tde Pm\‘inj",
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ip?\\u\'mn 13 Diyi‘«\t S\jm\w‘\'—s |
(Bgne\\ Lynn Shacham (‘30003
Siiamhms ave s\m“t (.c.g. lto b't‘s)-’

Pu\)‘l‘ 3mups e} J G; of prime orcl.emt.
| P‘l“"mg funchon 2 G, X6, — Gy

a = genenbr of G,

H= hashfn (6.R)) fom messages s G,
S.mg_i-\u,.-. X Lhere | O¢IXY %
Pbleey: vy =g* (i 6,)

To sign message M <

Let m:H(M\ (in 6.)
Notes < X
S may  ———— Outpit 6= 05 (M) = m”™ (inl6})
e %"wt‘ ' ‘ ‘
Tusk one To v“.'ﬁ ('YJ Ml o-')_:_.

elemedt & G, -

Check e (cj )o") =e (y,r'n) Where m= H(M)
e(q,m)" in both cases
| | .
Theoremn ¢ BL.S Signature scheme secuve qaq?ns‘\'

| emsm’ﬁ.\ -(orge(j _;_,uuler c})a_;en eS¢ bl tn oM
45_5‘4"":“, COH hard in (7, "
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Agphieion 3 ra\m*.»\, ~based encryptn | (TBEY) [Bonch, Frankin 1]
TT? (Arusted taird pachy) publishes |
Gy, Gy, e (blinermep) , g (genenter £6,),
| where v=9" & sis TIPS master secnt,

Let H Bg 'fh-dom of‘dc-\ve mameg names (6.3, ‘\qll-cggmﬂ,eauu)
+o e\ementy ot G,
Let H, be fandom o(‘aclt mapping Ga to fo.\} (?Ré)

Wqﬂ’r '\-95 m\:k qnyont te emrypt' message. for Alee

| \f;noi-v.‘ﬁ p_n_L, TTP P.‘B\'\z pqmme% & Alee's neme.

Enceygt (y, name, M)

r«;“—-i‘,’b“' | (here peime g =|G.HC==))

| QA = e (QA ,y) ‘W\'\‘eﬁ? QA = HI (n“"“)

oitput (97, M@ Hy (57 )
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Decrypt cighertat c= (uv): |
s Ales Sotuins al = CQA “from TTP (onee it emu_\\s} |
where Q, = H, (name),
Tha & Alkes deeryphion kay.

Note thet TTP oo knows it/
Note ther mecsage mey be enenypled before Alre qc’rs dﬂ.
o Compate v ® Hy(e(d, u))
| V® Hy(e(Q,9)
= v® Hy(el@y,9)")
v® Hy (e (;QA, 9s)r)
v © Ha (e(ap,y)7)
=V ® Ha(‘a;
M

L}

U}
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| Applicaron 2 ‘T\ﬁm-my V-u,_ q«gﬂpm;nt (‘Spqx) aemr_a\i'tihcj 'DH\
Recc) DH: AB: 9%
] - B=2A: 3"
hey = g *b

-youx ',. SuPFose. G, lna; 3:&&\1( 9
,Suppou e! G,% 6-,_ is a b{\{n«.— map.

A=8,¢: 3“,
Ba4A,c: 3b
C—%A,B: 3‘

| | ab
A compubes e(gb,jc.)q=€(‘j,3) ]

SéCHTt GSSuimi'n) 5 BDH i o=

- ! | b c
given 3)3“)_9 J 9 ,€
l'\ard o Compu\f. ﬂ(e) 9')“b°

Foucwiy by sgreement (3 pen problem !
_ _(MM;BC w Sce Garj/éen“r«//\'\o\evf Pmc Eurocrypt ’1'3)

12



MIT OpenCourseWare
http://ocw.mit.edu

1HIZRUN DQG &RP SXIHU 6HFXULIN
Spring 2014

For information about citing these materials or our Terms of Use, visit: http://ocw.mit.edu/terms.



http://ocw.mit.edu
http://ocw.mit.edu/terms



