
 
 

 
 

  
   

 
 

   
 

 
   

 
  

  
  
  
  
  

6.857 Computer and Network Security 
Lecture 4 

Admin: 
 Problem Set #1 due in Lecture 6. 
 Problem Set #2 out Lecture 6. (new groups for Problem Set #2) 

Project Idea: 
 AEG: Automatic Exploit Generation CACM 2/14 p.74-84 

Discuss: 
 (The Tech) Tidbit students/letter/MIT legal aid 2/18/14 

Today: Cryptographic hash functions 
 definitions 
 random oracle model 
 desirable properties 
 applications 
 Keccak (SHA-3) overview 
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Actually, the correct definition is that is hard for an adversary, given y=h(x) (where x was picked uniformly at random from {0,1}^n) to find any x' such that h(x')=y.
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