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audio stories
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Photograph of Mitchell & Webb removed due to copyright restrictions.

Two stories of security failure by Mitchell & Webb, a British comedy duo
 

1. Identity Theft 2. Mobile Mate
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some dichotomies
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confidentiality vs integrity
 

confidentiality integrity 

control disclosure & modification of data 

your turn: which properties matter for these data?
 
› password to access bank account 
› link to Google doc for shared reading 
› realtor’s open house invitation 

not just read vs. write 
› Bell LaPadula: prevent “write down” 
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authentication vs authorization 
you’re who you claim to be vs. you’re allowed to do it
 

how is authentication achieved? 

example generally... or...
 

door key something you 
have 

something you 
had once 

password something you 
know 

something you 
once knew 

iris scan something you 
are 

something you 
once were 

‘or’ due to Simson Garfinkel; cited in Ross Anderson, Security Engineering
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security vs convenience
 

secure
 
nuclear

✘  

bank
✘ 

pandora 
✘ doodlemilk club
 ✘✘ 

cheap usable
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prevention vs punishment
 

threat of punishment very effective! 

examples 
› defrauding the IRS 
› bank insider attack 
› physical breakin 

requires auditing 
› system keeps logs of all actions 
› separate account for all users; no login as root 
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designing for security
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developing for security 

requirements = policy + threat model 
example: job application app 
› roles: applicants, recommenders, interviewers 
› assets: applications, 
› policy: eg, applicants can’t read recommendations 
› threats: eg, users don’t have physical access to machine 
› a subtlety: eg, authenticity of recommendations? 

realization = system + human protocols
 
› applicants get logins, recommenders get 1-shot links 
› interviewers don’t share passwords 
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access control
 

assets 
applicant recommender applicant interviewer 

profile letters resume evaluation 

ro
le

s
 

applicant 

recommender 

interviewer 

Read, Write - Read, Write -own own 

- Read own Read 
relevant -

Read Read Read Read, Write 
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security principles 

defense in depth 
› redundant protections in case one fails 
› eg, no data at all without login; protect all accesses 

least privilege (like ‘need to know’) 
› give components only just what they need 
› eg, web app cannot delete anything from database 

minimal trusted base 
› security functions rely on small part of code 
› eg, check access at point of lookup 
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security principles 

open design (cf. ‘security through obscurity’) 
› design assuming enemy knows it
 
› eg: most good crypto algorithms
 

fail-safe defaults 
› make lack of access the default 
› eg: whitelist, not blacklist 

local checks 
› don’t rely on assumed context 
› eg: ignoring direct URL, replay attack with cookies 

be explicit 
› don’t rely on context 
› eg: put client IP address in session cookie 
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social factors
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usability issues
 
From: "TIG" 
Date: October 13, 2008 11:04:08 AM EDT
To: "'Daniel Jackson'" 
Subject: your password

We recently ran a password checker to evaluate 
passwords of all CSAIL users, and your 
password was readily broken. Please choose a 
new password ASAP...

my password:


sergeantpepper1967
 
8 character UNIX limit: truncated after this
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a company with a bad policy
 

 
ACTION REQUIRED TO RETAIN ACCESS TO APPLICATIONS VIA THE INTERNET

SUCH AS EMAIL, WEB SITES AND REMOTE DIAL UP
 
Company provides the ability to access various applications via a Company ID and 
password. Your password expires every 75 days.

This reminder is being sent as it has been 60 days since your last password 
change.

 
If you do not change your password within the next 15 days, your password will 

expire and you will lose access to company applications.
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and a helpful administrator
 

From: admin@company.com 
Sent: Friday, January 09, 2011 4:43 PM 
To: consultants 
Subject: your passwords 

I have updated all the passwords for you.  

New Password: Company1 
IDs affected: jackson, smith, doe 
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phishing
 

users can be fooled into doing all kinds of things...
 

© source unknown. All rights reserved. This content is excluded from our Creative Commons license.
For more information, see http://ocw.mit.edu/fairuse.
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from the CSAIL list, last year 

-- I was expecting a package from DHL, to be delivered  
between 2pm and 5pm on Friday. It needed a signature.  

-- At 1:58pm I received an email allegedly from DHL saying
that they had tried to deliver my package, and failed. Of 
course, I had been home in the afternoon, and hadn't heard any 
doorbell or anything. 

-- The email had an attachment, which contained a .exe file (!).
-- An hour later, my package arrived. 

Conclusion: DHL has been penetrated, and they're using the 
delivery schedule database to send out phishing emails... 
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pretexting 
(not something you do before you send a text) 

my favorite example 
› Frank Abagnale, Catch Me If You Can 
› movie clip: http://www.youtube.com/watch?v=O0uyIWOU024 

Quotation removed due to copyright restrictions. From Abagnale, Frank. W. &DWFK�0H�,I�<RX�&DQ��7KH�7UXH�6WRU\�RI�D�5HDO�)DNH, 2000.
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do you know what’s being stolen?
 

Refer to: "The Six Dumbest Ideas in Computer Security." September 1, 2005.
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most common bugs
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OWASP top ten project
 

Courtesy of The OWASP Foundation. Used with permission.

see also: http://cwe.mitre.org/top25 
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sample OWASP description
 

Courtesy of The OWASP Foundation. Used with permission.
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NIST’s national vulnerability DB
 

Source: National Institute of Standards (NIST).

http://web.nvd.nist.gov 25
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NIST’s national vulnerability DB
 

Source: National Institute of Standards (NIST).

a Rails vulnerability reported yesterday 
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trends from OSVDB
 2003: XSS vs buf 
2008-10: injection 
XSRF: sleeping giant 
remote files: PHP 
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