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client/server, documents only
 

client browser web server file system
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client/server, server apps
 

client browser web server + app database
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client/server, multiple servers
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Twitter 
Facebook 
Google translate 

Wikitravel 

Google Maps 

Amazon 

Flickr 
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client/server, client apps
 

client browser + app web server + app database
 

client app uses web service API
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cross site scripting (XSS)
 

censor
 

dissident 

gmail.com
 

secret.cn
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cross site request forgery (CSRF)
 

evil.com
 

bank.com 

/transfer?
to=evil&amt=1000 

customer
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mitigating attacks 

to prevent XSS 
› sanitization (in server)
 
› rejects injected scripts
 

to prevent CSRF 
› server embeds secret key in forms 
› only requests containing key accepted 

to prevent both: SOP 
› same origin policy (in browser) 
› browser tracks origin of pages 
› will only “phone home” 

SOP stops mashups from working? 
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working around SOP in mashups 

how to work around? 
› JSONP: a hack, exploits script download not being checked 
› CORS: cross origin resource sharing 

how CORS works 
› server says it’ll accept requests from other sources 
› server response has header saying which origins are ok; 

resource is dropped if doesn’t match origin of request 
› non-GET requests: browser sends “preflight request” first 
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web services
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