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Problem Set 3

MIT students: This problemsetis duein recitationon Friday, October 7, 2005. The homework
lab for this problemsetwill be held 7-9 P.M. on WednesdayQOctober5, 2005.

SMA students:

Reading:Sections 11.1-11.3 and Section 11.5.

Both exercisesand problemsshould be solved, but only the problemsshould be turnedin.
Exercisesareintendedo helpyou masteithe coursematerial. Eventhoughyou shouldnotturnin
the exercise solutions, you are responsible for material covered in the exercises.

Mark the top of eachsheetwith your name,the coursenumber,the problemnumber,your
recitation section, the date and the names of any students with whom you collaborated.

You will oftenbecalleduponto “give analgorithm”to solvea certainproblem.Your write-up
shouldtakethe form of a shortessay.A topic paragraplshouldsummarizethe problemyou are
solving and what your results aréhe body of the essay should provide the following:

1. A description of the algorithm in English and, if helpful, pseudo-code.

2. At leastoneworkedexampleor diagramto showmorepreciselyhow your algorithmworks.
3. A proof (or indication) of the correctness of the algorithm.

4. An analysis of the running time of the algorithm.

Rememberyour goalis to communicate.Full creditwill be given only to correctsolutions
which are described clearlyfConvoluted and obtuse descriptions will receive low marks.

Exercise 3-1. Do Exercise 11.1-1 on page 222 in CLRS.
Exercise 3-2. Do Exercise 11.2-3 on page 229 in CLRS.
Exercise 3-3. Do Exercise 11.3-3 on page 236 in CLRS.

Exercise 3-4. Do Problem 11-2 on page 250 in CLRS.




2 Handout 9: Problem Set 3

Problem 3-1. Pattern Matching

PrincipalSkinnerhasaproblem:heis absolutelysurethatBart Simpsorhasplagiarizedsometext
on arecentbook report. Oneof Bart's sentencesoundsoddly familiar, but Skinnercan't quite
figure out whereit camefrom. Skinnerdecidesto seeif somesmart-aledMIT studentcanhelp
him out.

Skinnergivesyou a DVD containingthe full text of the Springfieldpublic library. The datais

storedin a binary string T'[1],T[2], ..., T[n], which we view asan array T'[1 .. n|, whereeach
Ti] is either0 or 1. Skinneralsogivesyou the quotefrom Bart Simpson’sbookreport,a shorter
binary string P[1..m|, againwhereeachP]:] is either0 or 1, andwherem < n. Forabinary
string A[1.. k] andfor integersi, j with 1 < ¢ < j < k, we usethe notation A[i .. j] to refer
to the binary string A[i], A[i + 1],..., A[j], calleda substringof A. The goal of this problem
is to determinewhether P is a substringof 7, i.e., whetherP = AJi..j] for somei,; with

1<i<j<n.

For the purposeof this problem,assumehatyou canmanipulateO(log n)-bit integersin constant
time. For examplejf 2 < n” andy < n®, thenyou cancalculater + y in constantime. Onthe

otherhand,you may not assumehatm-bit integerscanbe manipulatedn constantime, because
m may be too large. For example,if m = ©(log”n) andz andy areeachm-bit integers,you

cannotcalculatex + y in constanttime. (In general,it is reasonabléo assumethat you can

manipulateintegersof length logarithmicin the input size in constanttime, but larger integers
require proportionally more time.)

(a) Assumethat you havea hashfunction i(z) that computesa hashvalue of the m-
bit binarystringz = Ali.. (i + m — 1)], for somebinary string A[1 .. k] andsome
1 <17 < k—m+ 1. Moreover,assumehatthehashfunctionis perfect:if = # y, then
h(z) # h(y). Assumethatyou cancalculatethe hashfunctionin O(m) time. Show
how to determine whether 8 a substring of 7in O(mn) time.

(b) Considerthe following family of hashfunctionsh,, parameterizethy a prime num-
ber pin the range [2, c#] for some constant z 0:

hy(x) =z (mod p) .

Assumethatp is choseruniformly at randomamongall prime numbersn therange
2, cn?]. Fixsomei with 1 < i <n—m+1,andletz = T[i..(i + m — 1)]. Show
that, for an appropriate choice of ¢, and it4 P, then

P;r{hp(a:) = hp(P)} < S .

n

Hint: Recallthefollowing two number-theoretitacts: (1) anintegerz hasatmostlg «
primefactors;(2) thePrimeNumberTheorem:thereare©(z/ lg x) primenumbersn
the range [2, z].

(c) How long doest take tocalculate j(z), as definedn part (b)?Hint: Noticethat zis
an m-bit integer, and hence cannot be manipulated in constant time.
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(d) Forl < i < n — m, showhowto calculateh,(A[(i + 1) .. (i + m)]) in constantime
if you already know the value of kA[i .. (i + m — 1)]), as defined in part (b)?

(e) Using the family of hashfunctionsfrom part (b), devisean algorithmto determine
whether Pis a substring of 7in O(n) expected time.

Problem 3-2. 2-Universal Hashing

LetH beaclassof hashfunctionsin whicheachh € ‘H mapstheuniverselJ of keysto {0, 1,...,m — 1}.
We saythatH is 2-universalif, for everyfixed pair (z,y) of keyswherex # y, andfor any h
chosenuniformly at randomfrom H, the pair (h(z), h(y)) is equallylikely to be any of the m?
pairsof elementdrom {0, 1,...,m — 1}. (The probability is takenonly over the randomchoice

of the hash function.)

(&) Show that, ifH is 2-universal, then it is universal.

(b) Constructa specificfamily H thatis universal,but not 2-universal,andjustify your
answer.Write downthe family asa table,with onecolumnperkey, andonerow per
function. Try to make m |H|, and|U| as small as possible.

Hint: There is an example with n}|, and|U| all less than 4.

(c) Supposehatan adversaryjknowsthe hashfamily H andcontrolsthe keyswe hash,
andthe adversarywantsto force a collision. In this problempart, supposeahatH is
universal.Thefollowing scenaridakesplace:we choosea hashfunction randomly
from H, keepingit secretfrom the adversaryandthenthe adversarychooses key «
andlearnsthevalueh(x). Canthe adversarynow force a collision? In otherwords,
can it find a y# z such that h(z )= h(y) with probability greater than/in?

If so,write downa particularuniversalhashfamily in the sameformatasin part(b),
anddescribehow anadversarycanforceacollisionin this scenariolf not, provethat
the adversary cannot force a collision with probability greater than 1/m.

(d) Answerthe questionfrom part(c), but supposinghat is 2-universal,not just uni-
versal.



